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- Understand	the	basic	principles	of	semi- and	fully-automated	
surveillance

- Having	a	general	impression	of	the	data	sources	needed	for	automated	
surveillance

- Grasping	the	importance	of	clinical	context	when	developing	
automated	surveillance	methods

- Understand	the	consequences	of	automated	surveillance	w.r.t.
interpretation	of	surveillance	outcomes.



Topics

• Surveillance:	Why and how?

• Why automated surveillance?

• Some terminology

• Semi-or	fully automated surveillance

• Commonly used data	sources

• Algorithms

• Shifting definitions?

• Risks and limitations



Surveillance	of	HAI

“systematic	collection,	analysis,	interpretation	and	dissemination	of	data	
regarding	a	health-event	for	use	in	public	health	action	to	reduce	morbidity	
and	mortality	and	to	improve	health”

• SSI,	CLABSI,	UTI…
• 1	in	25	patients admitted to hospital

Surveillance:
• Within 1	facility
• National	networks (PREZIES,	KISS)
• Mandatory or	voluntary participation
• Confidential or	public	data
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Is	surveillance	useful?

5Abbas et	al	JHI	2019,	Haley 1985,	
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Surveillance

Conventional surveillance
• Manual,	retrospective chart review
• Determine infection status	based on	case-definition
• Data	collection incl risk	factors
• Reports &	interpretation

• Labour-intensive
• Prone to error
• “The	more	you look,	the more	you find”

Why automated surveillance?
• More	efficient	by	reducing	workload
• Better	standardization
• Less	subjective	interpretation
• Less	effort-dependent

Haley Am	J	Epidemiol. 1985,	Talbot et	al.	Ann	Intern	Med. 2013.	Trick	Clin Infect	Dis. 2013,	De	
Bruin	JAMIA 2014,	Freeman	J	Hosp Infect 2014



Terminology
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Automated	surveillance	(AS)	– Any	form	of	surveillance	where	(parts	of)	the	manual	
assessment	are	replaced	by	an	automated	process.	This	includes	fully	automated	and	
semi-automated	detection	of	HAI	and	collection,	validation	and	analysis	of	
denominator	data.	AS	is	based	on	routine	care	data,	usually	by	applying	appropriate	
algorithms.

Routine	care	data	– All	data	documented	in	an	electronic	format	during	the	routine	
process	of	care,	for	example	surgical	procedures,	prescriptions	and	diagnostic	testing	
results.	These	data	may	be	stored	and	accessed	in	various	IT	systems.

Source	data – (Raw)	data	elements	from	routine	care	data	used	by	algorithms	to	
detect	(possible)	HAI,	calculate	the	denominator	or	risk	factors.	Examples	include	
microbiology	results,	admission	and	discharge	dates,	central	line	days,	procedure	
codes.

HAI	surveillance	result	– Individual-level	HAI	status	data	(HAI	yes	or	no,	including	
details	of	HAI)	and	denominator	data	(e.g.	central	line	days,	surgical	procedures).	

Observed	HAI	rate	– Aggregate	crude	rate	of	HAI	calculated	based	on	HAI	surveillance	
result,	e.g.	incidence	density	rate.	



Automated surveillance

Does	not mean: electronic documentation of	infections in	
electronic health	records

It	does	mean: re-using data	from electronic health	records	to take	
decisions.	
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No	
infection

Electronic	health	
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The	bigger picture
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Sips	et	al	Curr Topics	Infect	Dis	2017



Types	of	automated surveillance

• Semi-automated:	Select	possible cases	of	infection for manual	
confirmation by chart review.	
– Aim to find all possible cases	(sensitivity)

Woeltje	J	Hosp Infect.	2013.	Figure by Meander	Sips



Types	of	automated surveillance

• Fully automated:	No	manual	confirmation of	infections
– Direct	comparison of	rates ->	comparability

Woeltje	J	Hosp Infect.	2013.	Figure by Meander	Sips



Examples



SSI	after hip	or	knee replacement

Reoperation by same specialty >	5	culture	relevant	taken	OR	
positive culture

Prolonged antibiotics (>14	days) Readmission	or	prolonged LOS

Classification algorithm
≥3	out	of	4

High	probability,	chart	
review Low	probability,	no	SSI

SSI No	SSI

Performance Sensitivity (%)

%
workload
reduction

Hip/knee 100 95

Sips	et	al	2017





Multicenter validation

Sensitivity,	%	(95%CI) PPV,	%	
(95%CI)

Work load	
reduction%

Hospital A 100	(86.6-100) 72.2	(54.8-85.8) 98.5

Hospital B 95.7	(78.0-99.9) 68.8	(40.0-83.3) 98.0

Hospital C 100	(78.2-100) 57.7	(36.9-76.7) 98.5

Hospital D 93.6 (78.6-99.2) 55.8	(41.3-69.5) 98.4

Verberk,	2020



Medication
(regionaal)

National	
patient registry HAIBA Algorithm

http://www.esundhed.dk/sundhedskvalitet/HAIBA/Sider/Documentation.aspx

National	automated surveillance	(HAIBA)

Microbiology

Bacteremia SSI	after	THP/TKP



Manymany ways to get	there!	But	how to do	it?	
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Rationale	PRAISE	network

Initiated	in	2019

Heterogeneity	in	automated	surveillance	methods

Stand-alone	development	is	inefficient
Many	shared	barriers	and	challenges
Inefficient	use	of	resources
Risk	losing	comparability

Providing	a	Roadmap	for	Automated	Infection	Surveillance	in	Europe.

Semi- or	fully	automated?	
Adapted	definitions?Approaches

Clinical	or	administrative?
Structured	or	unstructured?Data	sources

Infrastructure?	
ResponsibilitiesOrganization



Aim of	PRAISE	network

Provide	guidance	on	how	to	move	automated	surveillance	from	research	
setting	to	large-scale	implementation
• High-level	conceptual	guidance
• Address	IT	and	Governance	aspects	in	accompanying	papers
• Hospitals	&	surveillance	networks	can	translate	to	their	local	setting	to	support	design	

and	implementation

Published as	a	supplement	in	Clinical Microbiology &	Infection.	Vol.	27	S1
https://www.sciencedirect.com/journal/clinical-microbiology-and-infection/vol/27/suppl/S1

full	supplement	available online



Selected topics

- Semi	or	fully-automated surveillance

- Data	sources

- Centrally or	locally implemented surveillance

- Choosing your algorithms

- Shifting definitions

- Risks of	automated surveillance
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1.	Semi- vs.	fully automated surveillance

Semi-automated Fully automated

Chart	review? Selected cases None

Performance 1.	Sensitivity 2.	Workload
reduction

1.	Specificity

Data	requirements Standardised data Standardised data

Case-definition Standardised definition Adapted definition (indicator)

Subjectivity Partial,	some chart review	
required (advantage?)

No	room	for subjective
interpretation

Acceptance Clinical buy-in Clinical buy-in	less certain

… …



2.	Data	sources

Routine	care	data:	
• collected	during	routine	process	of	care	
• stored	in	EHR
• extracted	through	clinical	data	warehouses

Exact	requirements	depend	on	target	of	surveillance

Clinical	data Medico-administrative

Microbiology results
Laboratory	results
Device	use
Physician	narratives*
Other	diagnostics	(radiology)*

Medication	use
Procedure	codes
Diagnosis	codes
Billing	data

*often	free	text

ü Availability	in	a	standardized	
format	differs

ü Depends	on	clinical	practice	
and	documentation

ü Additional	registration	
burden?

De	Bruin	JAMIA 2014,	van	Mourik	BMJ	Open 2015,	Behnke	CMI 2021



3.	Surveillance	in	network:	local or	central?

- Surveillance	within a	hospital

- Surveillance	within a	network
- Participating healthcare facility
- Coordinating center

- Comparability is	important	for interpretation
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Local or	centralized development	efforts

Local Centralized

Adapt	to	local	IT	infrastructure Enforce	fixed	infrastructure

Custom-built methods	for	situation Standardized methods

Shared	specifications? Shared	specifications	required

More	limited	local	knowledge Centralized	knowledge

… …



4.	Choosing your algorithm (semi-automated)

Study the literature or	develop your own

Align algorithm with clinical practice
- Do	not over-specify &	allow room	for practice variation

Perform (retrospective)	validation
- Source	data
- Algorithm classification
- Risk	factors	data	collection

25



Framework	for	development

- Collect	data	on	clinical practice
- Pre-emptive algorithm design	OR	compare existing algorithm to clinical

practice
- Initial application
- Validation
- Refinement

- Study:
- 3	hospital in	3	countries
- Achieved data	extraction
- IT	&	clinical staff involved
- SSI	after cardiac surgery,	Colon	surgery and hip/knee

Van	Rooden	et	al	A	framework	to	develop	semiautomated	surveillance	of	surgical	site	infections:	An	international multicenter	study;	ICHE	2020



Example	application	of	development	framework

Do	not over-specify an algorithm
Allow room	for practice variation

Van	Rooden	et	al	A	framework	to	develop	semiautomated	surveillance	of	surgical	site	infections:	An	international multicenter	study;	ICHE	2020



Example:	Validation semi-automated surveillance
SSI	after colorectal surgery

Janneke	Verberk et	al,	ICHE	2022



Validation prior	to clinical alignment

Verberk,	2022



Validation semi-automated surveillance
SSI	after colorectal surgery

Janneke	Verberk et	al,	ICHE	2022



After clinical alignment



Validate selection of	surveillance	population

b:	Incorrect	inclusion (non-primary)

c:	Missed procedures:	Operation by different	specialty



Steps	in	validation
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5.	Shifting definitions

Many case	definitions include unstandardised clinical information
- Signs &	symptoms
- Aspect	of	wounds,	abcesses
- Radiological description

- Semi-automated surveillance:
- Manual	ascertainment can correct	(some)	of	this
- Sensitivity is	key

- Fully-automated surveillance
- Must	adapt definition
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Design	of	AS	(2)

üAutomated	surveillance	requires	reconsideration	of	HAI	case	definitions	to	address	
limitations	in	data	availability	and	methodological	aspects	of	case-ascertainment

Source	data	
availability

Sufficiently	
clear

Length	
follow-up

Vulnerable	
to	practice	
variations

Acceptance	
IPC,	

clinicians,	
mngmt

Stakeholder	
endor-
sement

Compara-
bility



Shifting	definitions:	
Ventilator-associated	events

Remove	subjectivity	and	facilitate	automated	implementation

Ventilator	settings,	no	‘human	interpretation’

Use	of	electronic	data	does	not	guarantee	comparability.
Vulnerability	to	manipulation	remains

Changing	entities	complicates	interpretation
Broad	scope	of	conditions:	ARDS,	fluid	overload,	pneumonia,	…
Preventable	events?
What	is	effect	of	case-mix
What	actions	to	take	if	the	rate	is	high?

Klein	Klouwenberg Am	J	Resp Crit Care 2014,	Lilly	et	al	Crit Care	Med 2014,	
Magill	et	al.	Curr Opin Infect	Dis 2014,	Boyer	Chest 2014

Patient	on	mechanical	ventilation	>	2	days

Ventilator-associated	condition	(VAC)

Infection-related	ventilator-associated	condition	(IVAC)

Possible	or	probable	VAP	(VAE-VAP)

Baseline	period	of	stability	or	improvement,	
followed	by	sustained	period	of	worsening	
oxygenation	(daily	minimum	PEEP,	FiO2)

General	evidence	of	infection	(abx,	fever,	white	
blood	cells)	in	five-day	window.

Positive	results	of	microbiological	testing



Example:	Hospital-onset bacteremia

DISCLAIMER	– UNDER	DEVELOPMENT

U.S.
- Any positive bloodculture >	48	hours after admission
- Correlation with CLABSI	rate (1	per	1000	PD	increase in	HOB	->	2,5%	

relative increase in	CLABSI)
- Overlap	with CLABSI:	6-20%
- Common	skin	commensals:	13%

Rock	ICHE 2016,	Dantes ICHE	 2019,	PRAISE	Network	

Judged partially
preventable

No	studies	assessing
interventions

PRAISE	Network:
Definition	under
development



71.7%	of	ICU-months with
zero	events

11.5%	of	ICU-months with
zero	events

Food	for thought!



6.	Risks of	automated surveillance

Change	in	methodology	is	not	without	consequences
- Changing	definitions	->	changing	interpretation	&	break	in	data
- AS	data	≠	manually	collected	data
- Risk	of	losing	comparability	amongst	networks	if	different	methods	are	

chosen.

Assessment	of	value	of	AS	in	delivering	data	for	quality	
improvement

AS	is	not	a	guarantee	for	comparability
- Data	sources,	underlying	clinical	practice,	technical	implementation
- Maintenance



Concluding remarks &	THM

Automated	surveillance	has	potential	to	improve	quality	&	efficiency	of	
surveillance

Requires	accessible	source	(EHR)	data	of	sufficient	quality	and	consistency

Development	of	algorithms	requires
- Clinical	validation(s)
- Sometimes	modification	of	definitions

Many	approaches	to	implementation,	also	depending	on	purpose
- Fully	vs.	Semi-automated
- Central	vs.	Local	implementation
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Questions?
M.S.M.vanMourik-2@umcutrecht.nl
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